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Large-scale applications today make use of distributed resources to support computations and as part of 
their execution, generate large amounts of log information. Up to now, we have been using the Netlogger 
analysis tools to perform off-line log analysis. In this work we to extend our current offline workflow log 
analysis capability and develop a comprehensive middleware solution that will allow users of complex 
scientific applications to track the status of their jobs in real time, to detect execution anomalies 
automatically, and to perform on-line troubleshooting without logging in to remote nodes or searching 
through thousands of log files.  
We build on an important class of 
applications, scientific workflows, 
that are being used today in a 
number of scientific disciplines 
including astronomy, biology, 
ecology, earthquake science, 
gravitational-wave physics, and 
many others that are running on 
today’s large-scale infrastructure 
such as the OSG or the TeraGrid. 
This solution will be modular and 
distributed, and reusable across a 
broad class of applications and 
workflow systems. 
The system will be able to capture 
application-level logs from jobs as 
they are executing on the 
cyberinfrastructure. At the same 
time, it will also collect log information from the underlying cyberinfrastructure services, such as resource 
management and data transfer. These end-to-end logs will be combined and brokered through a 
subscription interface. External components will use the subscription interface to provide monitoring 
services.  
The system will consist of the following components: 
• A reliable, efficient, general-purpose infrastructure for performing streaming normalization of 

end-to-end workflow monitoring information (application, middleware, and network) 
• A high-performance archive for monitoring information 
• A lightweight archive for simpler, single-node deployment scenarios 
• An information broker and associated subscription interface that allows for efficient selection and 

retrieval of both high-throughput streaming and archived data 
• An online monitoring service that will provide information about the progress of the application as it 

is executing on distributed resources 
• An anomaly detection service that will perform data mining on the incoming log information to 

detect problems, and communicate alerts to the user 
• A troubleshooting service that will allow the user to navigate the execution logs in order to find the 

source of the problem 
• A perfSONAR Measurement Archive for workflow metadata and interfaces for integration with 

deployed perfSONAR network measurement tools 


