
NMI-SDCI Identity Management  
 
 
The Internet2 Middleware initiative was started in 1999, out of recognition that 
advanced networking and applications both needed a common, then largely non-
existent set of middleware services, such as authentication, authorization, 
directories, etc to enable scalable deployments.  The approach it used then, and has 
consistently followed, is to have a very small set of Internet2 personnel help harness 
the best and brightest of campus IT middleware architects to develop common 
software, standards and services. In 2001, it was a recipient of the first round of NMI 
funding in the NSF, and that grant helped catalyze and accelerate the development 
of Shibboleth and SAML. Subsequently, additional NSF SDCI grants in 2004 and 
2007 enabled additional activity 
 
The outputs of the work have been significant, and the impact has been quite 
consequential: 
 SAML has become the de facto standard for modern authentication and 
authorization interchanges and Shibboleth, the open-source reference 
implementation for SAML for multi-lateral federations, is deployed in hundreds of 
thousands of sites in academia, research, government, and corporations. In DoJ 
alone, a Shibboleth-based federation spans 6000 hosts.  
 Federated identity has become a fundamental layer of the Internet 
architecture, changing the Internet identity approach in many vertical sectors, from 
R&E to health care and law enforcement, banking, etc. 

The InCommon federation, the US R&E federation based on Shibboleth, has 
experienced exponential growth for the last six years, and currently has over 200 
institutions, labs, agencies, companies, etc, representing five million users, engaging 
with peer R&E federations around the world. 
 A set of community standards for attributes and access control, most notably 
eduPerson, have been defined, maintained, and ubiquitously deployed, becoming 
SAML payloads and enabling thousands of applications. These schemas provide the 
syntactic and semantic definitions that flow across InCommon and are the 
primitives for a national access control infrastructure. 
 Grouper has become a basic group and authorization management tool at 
virtual organizations such as LIGO, scores of universities and labs in the US, and 
hundreds more overseas. It is the group tool embedded in COmanage. Grouper is 
now shaping open source applications such as Kuali and jaSIG. 
 COmanage has defined a new mechanism for integrating the identity 
management in collaborative and domain applications. While early in its 
development, it has attracted strong interest from many virtual organizations and 
universities and is a pilot service by InCommon. It is now the basis for a national 
level collaboration and science support effort in the Netherlands, intending to serve 
over one million users in the R&E sector. Numerous applications are now 
“domesticated” by COmanage, including wikis, list processors, file shares, ad hoc 
calendaring such as Doodle, audioconferencing, net meetings, source trees, and 
others. 



 
Taken together, these tools and this infrastructure have had remarkable impact. 
International standards, including SAML, are based on the work. Vendors from 
Microsoft to Oracle to Google are including significant elements of this work in their 
products and services.  Today, hundreds of thousands of assertions an hour enable 
inter-institutional collaboration among 200 universities and research centers. 
Critical pieces of the research infrastructure, from the Teragrid to the major 
academic publishers, from data repositories to agency grant submission and 
management processes, from research wikis to next generation networking efforts 
such as GENI, are all actively working to leverage this infrastructure.  
 
Most notably, two transformative cybersecurity paradigms have been developed: 
 Federated identity – changing the non-scalable, ineffective model of an 
account per application or domain to an approach that is leveraging local identity 
and attributes to truly Internet-scale services 
 Domestication of applications – the externalization from an application of 
key cybersecurity necessities such as group management and access controls to 
external infrastructures that can provide such services to the suite of applications – 
both domain and collaborative – used in research and education. 
 


